Royal Commission into Trade Union Governance and Corruption

Submissions on behalf of named HWU officials
1.

These submissions are filed pursuant to Practice Direction 5 on behalf of the
following employees or officeholders of the Health Services Union Victoria No.
Branch (the "No. 1 Branch"):
(a) Ms. Diana Asmar;
(b) Mr. David Eden;
(c) Mr. Nick Katsis;
(d) Ms. Kimberley Kitching;
(e) Mr. Darryn Rowe; and
(f) Mr. Sasha Trajcevski-Uzonov

(collectively the "HWU Officials").

2.

These submissions respond to the written submissions of Counsel assisting dated 31
October 2014 in Chapter 11.3 titled "Right of Entry Permit Tests".

Recent developments as to ROE's -the commencement of a Federal Court proceeding
3.

For the reasons set out below, by reason of the recently issued Federal Court
proceeding as to Right of Entry permits ("ROE's"), the Commission should defer any
report on ROE's until after the completion of that proceeding.

4.

On 25 August 2014 Mr. van de Wiel, QC (Counsel for the HWU officials) made an
application that issues as to ROE's be left to be decided by the FWC.

The

Commission ruled against the application and published its reasons on 3 September
2014.

5.

On 27 October 2014, Ms. Asmar and Ms. Kitching commenced a Federal Court
proceeding which challenges the jurisdiction of the FWC as to its Terms of Inquiry as
to ROE' s.

6.

On 28 and 30 October 2014, Beach J. issued injunctions which currently operate to
restrain the FWC from taking any further step in the Inquiry. On 28 October 2014
1
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Beach J. issued written reasons for judgment. 1 On 28 October 2014 (after the issue
of the first injunction) the FWC determined that it had jurisdiction.2 On 29 October
2014 the FWC proposed to proceed with its Inquiry despite the challenge to its
jurisdiction. Beach J. issued a further interlocutory injunction. A copy of the orders
of Beach J. made on 30 October 2014 is Attachment 1 to these submissions3 .

The

Federal Court hearing is set down for 5 December 2014.

7.

Substantial evidence obtained by the FWC in its Inquiry is now also admitted as
evidence before the Commission.

A possible consequence of the Federal Court

proceeding is a judicial finding that the evidence obtained by the FWC in its Inquiry
was obtained by actions beyond its jurisdiction. Consequential issues may arise as to
whether the Commission should rely on the evidence obtained by the FWC beyond its
powers and subsequently admitted in the Commission: see Evidence Act, section 138.

4

If such a finding eventuates, the HWU officials may wish to be heard on that issue. It
is not yet possible to identify with precision the consequences (if any) of any Federal
Court decision as to evidence already admitted before the Commission. In these
circumstances, the Commission's ultimate finding may be affected by matters that are
yet to be determined by a Court5.
8.

The interests of justice require that any report of the Commission as to ROE's await
the decision in the current Federal Court proceeding and not be a subject matter of the
Interim Report in circumstances in which:
(a) there is the current Federal Court proceeding relevant to ROE's; and
(b) the Commission's reporting deadline has been extended until 31 December 2015;

Right of Entry Permit Tests

KPMG

1

Asmar v Fair Work Commission [2014) FCA 1156 (per Beach J).
Health Services Union- Victorian No. 1 Branch [2014] FWC 7616 (Watson VP).
3
On 30 October 2014, Beach J did not issue further written reasons
4
An example is the audio-taped interview of Mr. Eden on 19 December 2013 at the FWC referred to in the
submissions of Counsel assisting at (35); fn 41.
5
See: Submissions of Counsel assisting in another context, Chapter 1.1, Overview, [81]
2
2
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9.

At [47) Counsel assisting refers to the absence of material from K.PMG or any other
computer expert to submit that the analysis oflnvest-e-gate is "irrefutable.": see [46].

10.

KPMG has prepared a report dated 11 November 2014: Report into Misuse of the

ACTU Moodie Learning Management System Health Services Union (the "KPMG
Report"). The KPMG Report is Attachment 2 to these submissions.

11.

Part 4.1 of the KPMG Report contains a "Summary ofFindings"6 :
(a) Some logs and records can be deleted on the Moodie software on which the ROE
tests were done;

(b) " ... it is unclear what transformation, migration, backup and restore processes

have occurred .... No information has been provided on the specific processes or
testing conducted on those processes ' reliability "; and
(c) "Some discrepancies with time zones have been observed ".

12.

The authors of the KPMG Report note that the ACTU data is that approximately 5%
of quiz attempts (34 individual attempts) were completed in 5 minutes or less. 2.5% of
quiz attempts were completed in 3 minutes or Jess 7 . Contrary to the submission of
Counsel assisting [91 ], the fact that one or more HWU officials completed a ROE test
in 2-3 minutes does not prove that the relevant official did not do the test.

13.

The KPMG Report reads at 4.3.3 that "at least two user accounts (namely Nick Katsis

and Lee Michael Atkinson) were deleted from the ACTU Moodie instance on 9 July
2013". KPMG was unable to determine how a user account could be restored after it
was deleted8 .
14.

The computer data is not irrefutable. It is untested. The KPMG Report raises issues
as to its reliability. The Commission ought not to base any conclusions upon the
computer data.

6

KPMG Report, page 7.
KPMG Report, page 7.
8
KPMG Report, page 10.
7

3
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Ms. Asmar

15.

Ms. Asmar's evidence was that she did her own ROE test on 25 January 2013. Ms
Asmar is a person with a history of significant and recognised activity within the
community of the highest order. Ms. Asmar is a recipient of the Centenary Medal.9
Ms. Asmar's evidence should be accepted.

16.

If the ACTU data is accurate, it is consistent with Ms. Asmar's account.

17.

As to her declarations to the FWC as to the completion of the tests by other officials,
Ms. Asmar was entitled to rely, as she did, on the accuracy of the Certificates of
Completion for relevant officials.

18.

The evidence against Ms. Asmar and Ms. Kitching (given by Mr. McCubbin, Ms.
Porter and Ms. Govan - see discussion below) is unreliable.

Ms. Kitching

19.

Ms. Kitching's evidence in which she denied sitting the tests for other organisers
should be accepted. Ms Kitching is an officer of the Supreme Court ofQueensland 10 .
An adverse finding to her is a most serious matter. Her evidence as to substantial
periods out of the office on 15 February 2013 means it is improbable that she had the
opportunity to complete the tests for organisers as alleged.

20.

Two further factors tell against the submission of counsel assisting that Ms. Asmar
directed Ms Kitching to sit the tests of a number of organisers on 15 February 2013:
(a) there is no evidence that Mr. Eden knew of this direction.

If such a direction

were given it is not credible that Mr. Eden, as Branch President, would not have
known about it; and
(b) there is no explanation in the evidence as to why in circumstances in which it is

alleged that Ms. Asmar directed Ms. Kitching to do the test for some HWU

9

T 519, line 5-8 .
T581, lines 23 -27.

10

4

M:S842062_l OS

officials that Ms. Asmar did not also direct Ms. Kitching to do the tests for Mr.
Eden (or Mr. Rowe).

Mr. Nick Katsis
21.

Mr. Katsis' evidence that he did his own ROE test should be accepted.

Counsel

assisting develops no analysis as to why his evidence ought to be rejected.

22.

The "hard" computer evidence is particularly uncertain as to Mr. Katsis because of:
(a) the deletion of his user account (part 4.3.3 of the KPMG Report) and its restoring
by unknown means; and
(b) "some discrepancies with time zones" (part 4.1 of the KPMG Report).

Mr. Sasha Trajcevski-Uzonov
23.

Mr. Uzonov's evidence that he did his own ROE test should be accepted. Counsel
assisting develops no analysis as to why his evidence ought to be rejected.

Mr. David Eden

24.

Mr. Eden is the President of the HWU. He has been a nurse for 26 years. 11 His
evidence that he did his ROE test should be accepted.

There is no reason to

reasonably expect Mr. Eden to remember the date or time of day when he completed
his ROE test.

25.

It is possible that both he and Ms Lee sat the online test and the ACTU records are

incomplete.

26.

There is no evidence that Mr. Eden asked Ms. Lee to complete the test on his behalf.
There is no evidence that he knew Ms. Lee had done the test. There is no evidence
Mr. Eden knew of any request for Ms. Lee to complete the test on his behalf.

11

Mr. David Eden, witness statement, 15/9.14, para. 3. The submissions of Counsel assisting the as to the
evidence of Mr. David Eden are at [29]- (40].

5
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Mr. Darryn Rowe

27.

Mr. Rowe's evidence that he did his own ROE test should be accepted 12 • Mr. Rowe's
evidence was that he twice attempted the test on 19 and 20 March 2013 at the
Majestic Hotel in Horsham. 13

His method was to tether his telephone to a laptop

computer by a "wifi" connection.

On 19 March 2013 the Internet dropped out. On

20 March 2013 his computer froze a couple of times but he completed the test.

28.

There is no evidence that Mr. Rowe asked Ms Lee to complete the test on his behalf.
There is no evidence that he knew of any request for Ms. Lee to complete the test on
his behalf.

29.

It is possible that both he and Ms. Lee sat the online test and the ACTU records are

incomplete.

The allegation that Ms. Asmar asked Ms. Lee to do the tests for Mr. Eden and Mr. Rowe

30.

At (52) Counsel assisting asserts that "Ms Lee was asked by Ms Asmar to complete

their tests which she did."

14

There is no evidence which supports the assertion that

Ms. Asmar or Ms. Kitching requested or directed Ms. Lee to do any ROE tests.

31.

There is no evidence that Ms. Lee told Ms. Asmar on 21 March 2013 (as to Mr.
Rowe) or 26 March 2013 (as to Mr. Eden) when she asked Ms. Asmar to sign and
date her part of their applications that she, Ms. Lee, told Ms. Asmar that she had
completed their tests.

As a result, Ms. Asmar did not know that Ms. Lee had

completed Mr. Rowe's test or Mr. Eden's test.

12

Submissions of Counsel assisting as to the evidence of Mr. Rowe are set out at [41 ) - [4 7).

13

Mr. Darryn Rowe, witness statement, 15/09/2014, paras. 7-8

14

Ms. Peggy Lee, 25/8/14, T480, 18-19

6
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32.

At [55] and [59] of the submissions, Ms. Kitching (in addition toMs Asmar) is named
as a person who requested and/or directed Ms. Lee to perform the tests. Ms. Lee did
not allege in her evidence that Ms. Kitching directed her to do the tests 15 •

Assessment of various witnesses 16

33.

The submission 17 that Mr. McCubbin and Ms. Govan gave evidence against their
interests holds true only if their interests are defined solely by reference to the ROE
tests.

Both hold broader interests in discrediting Ms. Asmar as disgruntled former

employees with political ambitions. The genesis of these allegations is a meeting at
Mr. McCubbin's home on 6 August 2013 attended by Mr. McCubbin, Ms. Flynn and
Ms. Govan. Mr. McCubbin and Ms. Govan, on their own accounts, are persons who
have been prepared to make false declarations to obtain ROE's.

Their evidence is

unreliable.

34.

Mr. McCubbin is a person prepared to make outlandish allegations against Ms Asmar.
He told Ms. Flynn that Ms. Asmar was responsible for her phone being tapped and
that there was a GPS in her car so that she could be followed 18 . There is no evidence
to support these allegations.

35.

He gave evidence that at a meeting in April 2013 Ms Asmar told him that Ms.
Kitching had done her test and "would" do his test. 19 On 25 August 2013 before the
Commission he adopted this statement as "true and correct, absolutely." 20

Only on

15 September 2014 when the chronology of disputed events made plain that it made
no sense for Ms. Asmar to make such a statement in April 2013 (a date 2 months after
the disputed tests) Mr. McCubbin altered his evidence so as to assert that the meeting
happened in January 2013.

15

See: T479, Jines 29 -34
The submissions of Counsel assisting as to various witnesses are at (90] - [96]
17
Counsel assisting, (92]
18
Ms. Leonie Flynn, supplementary witness statement, para. 3 -5; witness statement to WorkCover investigator,
Tab 1, MFI-1, 95-96
19
Mr. McCubbin, witness statement, 13 September 2013, 15.
20
T461 , line 37
16

7
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36.

Mr. McCubbin's written evidence was that Ms Kitching did the test for Mr. Eden. 21
He made no reference to Ms. Lee. He repeated that evidence orally and said that Mr.
Eden told him that Ms. Kitching had done his test. 22

37.

Up until his resignation, Mr. McCubbin made no allegations against Ms. Asmar. In
his text message of resignation he wrote " ... Diana you know you have my full

support ... " 23

It is submitted that he has only made these allegations out of
24

bitterness when he has been unable to return to union employment

38.

.

Ms Porter's account of a discussion in Ms Asmar's office about the employment of
Ms. Kitching and ROE's is inherently implausible25 . Mr. McCubbin had been out of
work for a long time because of motor vehicle accident. A job at the HWU was an
opportunity to resume paid employment. It is to be inferred that Ms. Porter, his
partner, wished to see Mr. McCubbin return to paid employment. Mr. McCubbin was
in the position of a job applicant. Ms. Porter was not in a position to be " furious"
about the employment of others.

Despite her alleged "fury", Mr. McCubbin

commenced employment. There is no reason that ROE's would have been part of
such a conversation. Ms. Porter provides no date for the meeting. She first makes her
allegations approximately 1 year later: that is, after Mr. McCubbin had fallen out with
Ms. Asmar.

39.

Ms. Govan's text message to Ms. Flynn on 4 September 2014 (the day on which Ms.
Flynn made her complaint to the FWC)26 included the inaccurate allegation that Ms.
Kitching had done Mr. Eden's test. The text was that Ms. Kitching "would of' [sic}

done Diana's ". It is a supposition. Ms. Govan did not know.

21

Mr. McCubbin, witness statement, 13 September 20 13, para. 19
T 472, line 3-4.
23
Til 57, lines 31-33 XX'N, Mr. McCubbin.
24
See: XX'N Mr. McCubbin, Til 56 ff.
25
Ms. Sandra Porter, witness statement, 14.
26
Ms. Leonie Flynn, witness statement, 4/9/2013 para. 123.
22

8
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40.

Her later evidence that Ms. Kitching told her she had done Ms. Asmar's test27 has no
reference to the time, place or context of that statement. By the date of her written
witness statement, Ms. Govan was a disgruntled ex-employee engaged in litigation
against the HWU about her dismissal from employment28 and a political opponent of
Ms. Asmar29.

41.

Ms. Govan says that she was present at an Industrial Day when Ms. Asmar told
organisers that Ms. Kitching would do their tests.30 The date of most of the disputed
ROE tests is 15 February 2013.

Ms. Asmar's evidence was that the HWU February

2013 Industrial day was on 25 February 2013 31 : that is, I 0 days after the disputed
tests. The submission of counsel assisting

~t

para. [51] that Ms. Asmar changed her

evidence does not fairly reflect the context of the questions: Ms Asmar's evidence did
not change - her evidence was consistent that she never attended an industrial day at
which she told organisers that Ms. Kitching would be sitting their ROE tests 32 .

Conclusion

42.

The findings urged by Counsel assisting are damaging to the reputations of the HWU
officials. In a civil court, on the basis of the well-known formulation of Dixon J in
Briginshaw33 given the seriousness of the allegations, their inherent unlikelihood, and
the gravity of the consequences flowing from particular findings "reasonable
satisfaction" would not be produced by "inexact proofs, indefinite testimony or
indirect inferences".

The Commission should only proceed on the basis of probative

evidence. The evidence is not sufficient to produce the required level of "reasonable
satisfaction. "

27

Ms. Jayne Govan, witness statement, 6/8/2014, para 129.
Ms. Jayne Govan, witness statement, I6/9/l3, para. 26.
29
She has since been declared ineligible as a candidate in current elections. See: Asmar, in the matter of an
election for office in the Victoria No 1 Branch of the Health Services Union (No 2) [2014) FCA 1113 (Gordon
J)
30
Ms. Jayne Govan witness statement, 16/9/13, para. 13.
31
Diana Asmar, First Witness Statement, admitted into evidence on 26 August 2013, para. 85 and Attachment 5
(statutory declaration made on 25 November 20 13), para. 10,
32
See: T557 line 13-29.
33
See Briginshaw v. Briginshaw (1938) 60 CLR 336 at 362. See also: Evidence Act, section 140.
9
28
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43.

The Commission's Terms of Reference, among other matters, permit inquiry into

"any conduct which may amount to any breach of the law" and to make appropriate
recommendations. It is submitted that the Terms of Reference do not authorise any
report of the Commission to express conclusions about the guilt of any person of
criminal or improper conduct.

Findings urged by Counsel assisting at [ 104} and

[ 107] travel beyond the appropriate reporting function of the Commission and are
tantamount to urging the Commission to make a public finding of criminal guilt. This
erodes the presumption of innocence and the position of the criminal courts
44.

The HWU officials rely on the High Court's observations in Balog v ICAC:

34

.

35

(at 632] the broad function of the Commission ... is to
communicate the results of its investigations concerning corrupt
conduct to appropriate authorities. it is apparent that its
primary role is not that of expressing, at all events in any formal
way, any conclusions which it might reach concerning criminal
liability
[at 635).. .. [there is a distinction between] between the
revelation of material which may support a finding of corrupt
conduct or the commission of an. offence and the actual
expression of a finding that the material may or does establish
those matters.
[at 635 -636] .... the Commission is invested with considerable
coercive powers which may be exercised in disregard of basic
protections otherwise afforded by the common law. Were the
functions of the Commission to extend to the making offindings,
which are bound to become public, that an individual was or
may have been guilty of corrupt or criminal conduct, there
would plainly be a risk of damage to that person's reputation
and of prejudice in any criminal proceedings which might
follow.

34

See. S. Donaghue, Royal Commissions and Permanent Commissions of Inquiry (Butterworths), 2001, [7.31).
As to communications to the appropriate authorities see Royal Commissions Act 1902, section 6P.
35
(1990) 169 CLR 625 at 632 and 635- 636. It is acknowledged that the Court's observations were made in
respect of the ICAC legislation and apply only by analogy to the Corrunission. For a discussion of Bolac, see S.
Donaghue, ibid, (7.43).

10
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45.

Although these observations were made vis-a-vis ICAC, and in the context of the
ICAC statute, they are apposite to the Commission.

46.

Generally applicable reasons that the Commission should not recommend
prosecutions (whatever the facts) include:
(a) evidence of witnesses has been given in the Commission under coercive powers in
circumstances in which that evidence could not be used in a criminal trial36 ;
(b) evidence admitted in the Commission, which is not bound by the Evidence Act
1995 (Cth), may not be admissible in a criminal trial where the rules of evidence
apply;
(c) any recommendation would be of no relevance to any prosecutions commenced
yet would be highly prejudicial; and
(d) different considerations inform a criminal trial: namely, the focus is on the proof a
charge beyond reasonable doubt by admissible evidence rather than on systemic
issues as in the Commission. 37

47.

In any event, the facts as to the ROE's are that each of the officials has given sworn
evidence that he/she did his/her own test. The computer evidence is not irrefutable; it
is untested and uncertain.

The evidence of the main accusing witnesses (see above)

against the officials is unreliable. The evidence of each of the HWU officials should
be accepted.

Other Issues
48.

In Chapter 11.3, at [2] Counsel assisting identifies various other issues in the No. 1
Branch since Ms. Asmar was elected Secretary.

49.

Counsel assisting makes no submissions that the Commission should make any
finding adverse to the HWU Officials as to those issues. Any adverse fining would
not be justified on the evidence.

36

Royal Commissions Act 1902, section 6DD.
Donaghue, ibid, at (7.41 ) notes: "that many Royal Commissioners have taken the view that they should not
express conclusions ofguilt or recommend prosecutions. " See the examples at Donaghue, (7 .4 1], footnote 209.
11
37
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50.

In particular, Counsel assisting does not submit that there should be any finding as to
financial impropriety in the No. 1 Branch. There is no evidence of any financial
impropriety in the HWU since Ms. Asmar's election as Branch Secretary on 21
December 2012.

51.

At [ 127) of Chapter 11.3 Counsel assisting submits that "conflicts in the evidence are

difficult to resolve" as to whether Ms Flynn was bullied. Counsel assisting submits
that "Ms Flynn .. . was convincing in her description of why the No. 1 Branch office

was not a place one would like to work. " In response, there was ample evidence that
Ms Flynn was unwell. Ms. Flynn cannot be assessed as a reliable witness. Any report
of the Commission ought not to proceed on the basis of witnesses' impressions as to
whether the HWU was (or was not) a place one would like to work. The Commission
ought to assess events against legal standards of required conduct. It is a corollary of
the submission of Counsel assisting that there is insufficient evidence for the
Commission to conclude that Ms Flynn was bullied within the meaning of Part 6.4B
of the Fair Work Act 2009 or otherwise.
52.

In conclusion, there has been no breach of any legal obligations in Ms. Asmar's
discharge of her duties as Secretary, no undermining of the result of elections and no
breach of any legal standard in the appointment of staff in the No. 1 Branch.

Dated: 14 November 2014

Remy van de Wiel, QC

Mark Champion

Counsel for the HWU Officials

12
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Federal Court of Australia

No: VID634/2014

District Registry: Victoria
Division: Fair Work

DIANA ASMAR and another named in the schedule
Applicants

FAIR WORK COMMISSION
Respondent

ORDER
JUDGE:

JUSTICE BEACH

DATE OF ORDER:

30 October 2014

WHERE MADE:

Melbourne

THE COURT ORDERS THAT:
1.

Until the hearing and determination of this proceeding or until further order, the Fair
Work Commission be restrained from taking any action, step or proceeding pursuant to
the Terms of Inquiry issued by the Commission under its seal dated 18 July 2014 set
out and referred to in paragraphs 1-16 thereof.

2.

The costs of all parties of and incidental to the Applicants' further interlocutory
application dated 29 October 2014 be their costs in the cause.

3.

The Applicants by 14 November 2014 file and serve any further amended Originating
Application, further affidavit material in support and written submissions in support of
their case.

4.

The Respondent (or the Commonwealth or officer of the Commonwealth on behalf of
the Respondent) by 21 November 2014 file and serve any affidavit material and written
submissions in opposition.

5.

The Applicants by 28 November 2014 file and serve any written submissions and
affidavit material in reply.

6.

The evidence in chief of all parties at trial is to be on affidavit.

7.

The trial be fixed for hearing on 5 December 2014 at 10.15 am on an estimate of 1 day. ·

Prepared in the Victoria District Registry, Federal Court Of Australia
Level 7, Owen Dixon Law Courts, 305 Will iam Street, Telephone 03 8600 3333

8.

ge

*

which is to consist of a copy of the latest version of the Originating Application, copies
of all affidavit material and annexures of the parties to be relied on at trial and copies of
the submissions of all parties (one sided copying only).
9.

The Applicants and Respondent by l December 2014 jointly prepare and file a joint
book of authorities (one sided copying only).

10.

The directions hearing listed on 17 November 2014 be vacated.

11.

Costs be reserved.

Date that entry is stamped: 30 October 2014

Prepared in the Victoria District Registry, Federal Court Of Australia
Level?, Owen Dixon Law Courts, 305 William Street, Telephone 03 8600 3333

Schedule
No: VID634/20 14
Federal Court of Australia
District Registry: Victoria
Division: Fair Work

Second Applicant KIMBERLEY KJTCHING

Prepared in the Victona District Registry, Federal Court Of AustJalia
Level 7, Owen Dixon Law Courts, 305 William Street, Telephone 03 8600 3333
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Holding Redlich

Privileged and Confidential:
Report into misuse of the
ACTU Moodie Learning
Management System
Health Services Union

I I November 20 14
This report contains 22 pages
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Holding Redlich
Privileged and Confidenllal: Report into m1suse ofthe
ACTU Moodie Learning Management System
KPMG Forensic Pty Ltd
II November 20/4

1

Background
The Australian Council of Trade Unions (ACTU) engages an external service provider ro operate
an online Learning Management System (LMS) using the open-source software program
"Moodie". This system (the ACTU Moodie Instance) is used to provide online training and
testing in relation to the provision of Federal Right ofEntty (FRoE) permits.
Employees of the Health Services Union (HSU) are required to hold a FRoE perm it in order to
enter workplaces "for specifi ed purposes" under the Fair Work Act. As such, employees wishing
to exercise this power are required to undettake training and successfully complete testing using
the ACTU Moodi e Instance. Upon successful completion of the test, a certificate is generated by
the software, and is used as part of the appl ication for a FRoE permit.
The ACTU Moodie Instance is provided as patt of the ''Traini ng Virtual Campus" (Training VC)
product offered by the vendor eWorks, a Melbourne-based organisation. We understand that prior
to the end of 2013 , eWorks outsourced their hosting to an Adelaide organisation, Netspot. Over
December 2013 and January 2014, eWorks migrated the ACTU Moodie Instance from Netspot
to a Sydney based hosting provider, Androgogic.
We fUJther understand that the Fair Work Commission (FWC , or the C ommission) is
investigating a matter involving the alleged misuse of the ACTU Moodie Instance by HSU
employees to obtain FRoE permits without individuals demonstrating they had undertaken
adequate training (the ma tter under investigation). These allegations relate to the time period
January 2013 through September 2013 (the period under investigation), with a specific focus
on alleged events on 15 Februaty 2013.
As pa11 of the FWC's investigation, they engaged a Forensic investigator, Mr Scott Mann of
lnvest-e-gate to "attest to the accuracy of the times that are recorded in the logs produced by the
Moodie system" 1 • lnvest-e-gate produced a repo11 to this effect dated 17 February 20 14.

1.1

Scope and objectives
KPMG Forensic Pry Ltd (KPMG ) was engaged by the HSU to consider the lnvest-e-gate Report
and underlying dependencies relied upon in order to ascertain whether there was reason to
substantiate the allegations against HSU employees. Specifically , we were asked to:
•

Obtain copies of materials provided to the Commission

•

Review materials provided to the Commission and identify additional avenues of inquity

•

Install and test a version of the Moodie software program

•

Obtain and review additional information from the ACTU Moodie Instance

The purpose of this report is to set out our findings and recommendations in regards to the source
evidence used as the basis for the invest-e-gate report and the allegations against the HSU. This
report has been prepared for Holding Redlich to assist them in providing their client with legal
advice.

1 lnvcst-c-gate. '·Digital Investigation Suppo1t: LSM Report". 17 Febmaq 2014
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1.2

Source and natur e of information relied on for the purposes of this
report
Holding Redlich provided us with the following hard copy and electronic documents for the
purposes of our engagement:
•

Jnvest-e-gate Report dated 17 February 2014 (the lnvest-e-gate Report)

•

Spreadsheet titled "FROE - HSU V ic No 1-l.pdf' detailing FRoE test completion, also
identified as "Belinda's Cettificate Report" (the Summ a ry Sprea dsheet)

•

Repott titled "Annexure 6: Nick Katsis - Industrial Organiser"

•

Report titled "Annexure 4: Mr Darryn Rowe - Organiser"

•

Repott titled "Annexure 15: Ms Kimberley Kitching - General Manager"

•

Statement of Lee Pik Ki (Peggy Lee), including
o

Annexure I: Email to Peggy Lee from Kimberley Kitching (12 March 2013, I 0:35am)

o

Annexure 2: Email conversation between Peggy Lee and Steven Mitchell

o

Annexure 3: Application for an Entry Permit in the name of Dan·yn Rowe, including
Certificate of Achievement dated March 20, 2013

o

Annexure 4: Application for an Entry Permit in the name of David Eden, including
Cettificate of Achievement dated March 26, 2013

o

Annexure 5: Email conversation between Peggy Lee and Zoe Watkins (ACTU) dated on
or around 19 March 2013

o

Annexure 6: Log records relating to Dan-yn Rowe (Saved at 18 December 20 13)

o

Annexure 7: Email from Peggy Lee to "Orgs" dated 21 March 2013, 9:21am apparently
containing application for entry petmit on behalf ofMr Darryn Rowe

o

Annexure 8: Emails from Peggy Lee to David Eden regarding "Right of entt-y course"
dated 16 Januat-y 2013 and 19 March 2013

o

Annexure 9: Email from Peggy Lee to "Orgs" dated 26 March 20 13 , !0:39am apparently
containing application for entt-y permit on behalf of Mr David Eden

We were also provided with the following electronic files and documents by the HSU:
•

57 Email Messages between Mr David Macara and other staff at the ACTU, "Virtual Campus
Support", Scott Mann and the FWC relating to the ACTU Moodie Instance (ACTU Moodie
commu nication)

•

Letter to Mr Chris Enright of the FWC from Mr Tim Lyons of the ACTU dated 12 December
2013, including attachment containing example screens hots from the ACTU Moodie Instance
relating toMs Rose Charbel (an HSU employee)

•

An email from Vittual Campus Support <supportdesk@trainingvc.com.au> to Mr Macara
dated 8 January 2014, 2:16pm with two excel spreadsheets attached:
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•

"Federal_ Ri ght_Log_History.xls" described in the email as " the entire log history of the
course", and identified as being saved on 8 January 2014

•

"Federal_ Right_ Certificate_Log.xls", described in the emai l as "all certificates issued on
and prior to 17-Feb-20 13"

(Collectively, the 8 Janua ry Records)
•

Exported Cer1i ficate and Grade logs (that did not contain dates or times associated with
individual log records) dated 7 August, 17 February and 18 December.

•

A folder containing screenshots and log records relating to Mr Steven Mitchell (an HSU
employee), apparently extracted by the FWC on 7 January 2014 (th e 7 Janua ry R ecords)

•

A folder containing screenshots and log records relating to the following HSU employees,
apparently extracted by the FWC on 18 December 20 13 (the 18 December Records):

•
•
•
•
•
•
•

Bren Andrew Hey
Darryn Rowe
David Eden
Dean Sherrif
D iana Asmar
Jayne Govan
Janine Ghantous

•
•

Robert Jo hn McCubbin

•

Saso Trajcevski-Uzunov

•

Wae l Hassan

Rose Charbel
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2

Limitations
Standard practice for investigations relying on electronic evipence includes the preservation of
the original evidence as close to the source as possible. Once preserved in accordance with the
Australian Standards for the handling of digital evidence, the original evidence s hould be
duplicated to provide working copies for analysis. This approach provides for independent
validation of find ings uti Iising duplicate copies of the original evidence.
We understand the Jnvest-e-gate Re port relies on the accuracy of electronic evidence as provided
to Mr Mann.
While we were provided with access to the ACTU Moodie Instance on 28 August 2014 by David
Macara of the ACTU, our access was limi ted to what Mr Macara was able to provide us through
the live Moodie user interface as it existed on that date. We have not had access to the underlying
source database, or copies of the original database records as they existed during the period under
investigation.
In any live system, changes are made on a regular basis. Further, migration and maintenance
processes, such as those we understand to have occurred within the ACTU Moodie Instance, may
remove or alter stored records. Records may also be deleted by user action, and thereby not
preserved in backups made at a later date. We have not been able to determine what, if any, such
changes may have occurred within the ACTU Moodie Instance. Further investigation into
database and system backups held by Netspot or Androgogic may provide some insight into any
such changes.
We also note that none of the material provided to us contains such original source data from
Netspot or Androgogic. Without a copy the original source data, we are unable to verify the
accuracy or completeness of the data provided.
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3

Approach

3.1

Review of lnvest-e-gate Report
We reviewed the lnvest-e-gate Report with the view to understand and validate the underlying
assumptions, detai ls of procedures performed, and what evidence had been relied upon to
determine the accuracy of times within the ACTU Moodie instance.

3.2

Review of Materials Provided by HSU
We sought to review the materials provided by HSU to determine if there may be procedures,
records, or other materials that had not been performed or reviewed that may provide additional
insight into the matter under investigation.
Specifically, we sought to:

3.3

•

Identify the documents or records relied upon by the FWC

•

Determine as far as possible the origin of those documents and records

•

Provide some indication ofthe reliability of those documents or records

•

Identify other potential documents or records that may be relevant to the matter under
investigation

Testing of Moodie Software
To assist our understanding of the Moodie software, we installed a stand-alone instance of the
Moodie learning management system (the KPMG Moodie Instance) with in a controlled
env ironment in our forens ic laboratory. The Moodie system has a "Quiz" plugin which appears
to have been used by the ACTU in their Right of Entry testi ng module. On the KPMG Moodie
Instance, we created a similar "quiz" and conducted tests to understand functionality of the
system, and to produce logs that could be used to validate the accuracy and reliability of the log
records that were the basis of the Invest-e-gate Report and relied on by the FWC.
We understand that various versions of the Moodie software were used by the ACTU between
the period under investigation and the extraction of records from the ACTU Moodie instance. We
have not been provided with details of the versions and any updates or other changes relating to
the Netspot or Androgogic Moodie applications that occurred during the relevant time period. As
such, we conducted our testing on the current Moodie version as of I4 August 20 I4 (version
2.7. 1+ Build: 20 I40807). Our observations and tests relating to the KPMG Moodie Instance are
all based on this version. Further clarification regarding specific functionality within the Moodie
software would require a replication ofthe ACTU Moodie Instance as it existed at the relevant
time (through consultation with the hosting provider, Netspot) would be required.
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3.4

Extraction of Records from the ACTU Moodie Instance
In order to better understand how log records had been previously generated for the FWC, and
obtain similar records under controlled conditions, we visited the ACTU Offices and met with Mr
David Macara and Mr Trevor Clarke on 28 August 2014. Mr Macara accessed the Restored
Course Backups usi ng his user account, and assisted by extracting log and assessment records,
and taking screenshots of the Moodie system (the 28 August Records).
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4

Analysis and Findings

4.1

Summary of Findings
Our analysis of the material provided to us, and our testing of the Moodie software, identified a
number of areas in which fu1ther information may provide greater insight into the events that are
the subject of the investigation, and the rel iability of records that were relied on to produce the
findings, as follows :

4.2

•

Logs and records produced by the Moodie software exist in two main forms being log files
and assessment records. Some records can either be deleted individually, and others may be
produced in a partial or incomplete form.

•

Original source data (such as the records in the underlying Moodie database) used to generate
the records relied upon by the FWC has not been made available for the purposes of this
engagement. As such, it is unclear what transformation, migration, backup and restore ·
processes have occurred, and how they may have impacted on the records prior to being
obtained and relied upon by the FWC. No information has been provided on the specific
processes or testing conducted on those processes' reliability.

•

Some discrepancies with time zones have been observed. We noted that the behaviour of the
"server's local time" setting within the KPMG Moodie Instance is not consistent with the
description provided by the Moodie software, or described in the Invest-e-gate Repo1t. Based
on these observations, it is not clear to us what time zone the records relied upon by the FWC
are in. Mr Macara, of the ACTU, stated that the records that he produced for KPMG (the 28
August Records) were extracted with the same time zone settings used when records were
extracted for the FWC. Analysis of these records showed that they contained records that were
one hour later than previously extracted records.

•

From a review of the 28 August records, approximately 5% of quiz attempts (34 individual
attempts) were completed in 5 minutes or less. 2.5% of quiz attempts were completed in 3
minutes or less.

Types and Nature of Available Logs
After reviewi ng the material provided by HSU, we sought to determine how the 7 January records
and the 8 December records may have been generated by conducting testing on the KPMG
Moodie Instance, and attempting to replicate the records produced from the ACTU Moodie
Instance
From our testing, we located two distinct categories of records:

•

Log Records 2, containing time and date of the event, user, event details, and IP address. Log
records included activities such as viewing course material, viewing quiz results, attempting
quiz questions, and v iewing certificates of completion. In the KPMG Moodie Instance, these
records appear to primarily be produced by extracting data from the

2 Log records can be accessed under "Site A dministration", ·'Repotts". ·'Logs", or through various other menu options
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" mdl_logstore_standard_log" table in the underlying database, however the software allows
logs to be generated and stored in multiple forms.
Assessm ent Records 3, outlining a summa1y of a user's attempts to complete the quiz. These
records appear to primarily be produced by extracting data from the "mdl_quiz_attempts"
table in the underlying database.

•

In relation to the Log Records, we noted:
•

Logs can be retained indefinitely, or a specific retention period can be set from 2 to I 000 days
(see Figure 1).

•

Schedu led tasks can be set up with the M oodie software to clear o ld Log records.

•

When generating Log Records, various fi ltering options are available (including the ability to
specify specific courses, users, dates or activities). Default filtering values depend on which
men u options are used to access the Log Records.

•

Automatic backups created by the Moodie system can be set to include, or exclude Log
records from the backup (see section 4.3.4 of this repo1t)

Standard log
•

Log guest access
•· 1 _'].1' -

.., ·•- t·

Keep logs tor

0

~ - . rc ·
ThiS setting enables logging ot act1ons by guest account and not logged in users H1gh
prof11e sites may want to d1sable thiS 1ogg1ng tor per1ormance reasons It IS recommended
to Keep this sett111g enabled on production s1tes

Never delete togs

[j ce

1"'·It JP

ctletc ,, J

Th1s spec1ttes the tength or tJme you want to keep togs about user actMty Logs tnat are
older than thiS age are automatically deleted It 1s best to keep logs as long as poSSible.
1n case you need them. but1f you have a very busy server and are experienc1ng
pertormance problems. then you may want to lower the tog hfet1me Values lower than 30
are not recommended because staltst1cs may not work properly
Wnte buffer siZe

50

[ E'f 1lJit

~.

J

Figure I . Log Record Seuings

In relation to Assessment Records, we noted:
•

l

When generating Assessment Records, various filtering options are available (including the
ability to only show the last attempt at an assessment, or to limit time fi·ames in which records
wi ll be produced).

Assessment records are access from within "Quiz Administration" by selecting "Resu lts"
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•

4.3

User quiz attempt records can be manually deleted by the administrator. If all but one attempt
is deleted for a specific user, there appears to be no residual ind ication within the Moodie
interface that other attempts existed.

Original Source Data Not Available
It is our unde rstanding that relevant records generated by the ACTU M oodie Instance were
originally created on a computer system hosted by Netspot4 . Ind ividual user records were deleted
as part of a c lean- up process, and later restored. As such, various backups were utiI ised to generate
records relied upon by the FWC.
During tests conducted using Moodie's built in backup processes, it was noted that these processes
did not backup or restore log records, even with the "include course logs" and "include grade
hist01y" options checked. As such, it is not clear to us what backup or restore processes were used
by Netspot, and we are therefore unable to comment on the reliability of those processes.
In conducting an investigation of this nature where original source evidence relied upon is not
available, we would seek to replicate and corroborate the information in the Moodie records w ith
external sources, such as server logs. In reviewing the ACTU Moodie Communication, we
understand that server logs (from the operating system and software that underlies the Moodie
platform) were requested by Mr Mann, but were not available for the period under investigation.

4.3.1

Unkn own P rocess used to C reate the 8 J a nu ary Records
We understand that the 8 January Records, as provided to Mr Macara by eWorks on & January

2014 via email, are the source material re lied upon by the FWC in relation to Nick Katsis and Lee
Michael Atki nson, as previous attempts to retrieve data from these users by the ACTU were
unsuccessful.
Mr Macara advised us that he did not know how these logs were produced, and was unable to
reproduce them w ith his access to the ACTU Moodie Instance. As such we were unable to validate
the source of the 8 Janua ry Records and therefore unable to comment on their accuracy.

4.3.2

Migrations of Moodie System
During the time periods of interest (Februa1y 2013 through January 20 14), we understand that the
ACTU Moodie system was hosted on different computer systems to those which were later used
to extract the records. Mr Macara advised that he was aware of the migration occurring, but was
not able to provide details on how this migration took place and what steps (if any) were taken to
verifY log and assessment records were correctly transferred during this migration. Bernadette
Parry of eWorks advised us that the migration process would have been transparent to the ACTU.

' Ms Bernadene Pany of eWorks advised us that eWorks hosted the ACTU Moodie Instance with Netspot up to the
end of20 13. and had completely migrated all systems to their new provide, Androgogic by Janua~y 2014.
l nfonnation provided to KPMG by eWorks indicates the ACTU migration was comp leted by 14 January 20 14 .
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4.3.3

Deletion of User Accounts
From information provided by David Macara of the ACTU, we understand that at least two user
accounts (namely Nick Katsis and Lee Michael Atkinson) were deleted from the ACTU Moodie
instance on 9 July 2013 (see Figure 7 in Appendix 0) as part of a clean-u p process.
Using the KPMG Moodie instance, we have not been able to determine how a user account may
be restored after it is deleted with log and assessment records intact, and found no options for
backing up or restoring an individual user account within the Moodie software.
The ACTU advised us that they did not perform the restore process, and were therefore unable to
provide details on how those processes occurred.
It is therefore unclear to KPMG the source of data relied upon for these user accounts, and what
processes may have been unde11aken to restore this data into the ACTU M oodie instance.

4.3 .4

No inform ation about, or testing of, backup and restore procedures
Records provided by HSU, and apparently relied on by the FWC (including the 18 Decembe r
Records, the 7 Janua1y Records and possibly the 8 Janua1y Records) contain a "course name" that
indicates they were extracted from backups restored into the live ACTU Moodie Instance (further
details are contained in section 4.5.1 of this repo11).
As the records relied upon by the FWC appear to have been extracted from backups, KPMG
conducted tests in an attempt to determine the reliability of those backups, and dete1mine if data
is transposed or altered in any way during those processes.
We conducted test backups and restores within the KPMG Moodie Instance, including:
•

creating a backup of a course using the default options (see Figure 2 below)

•

creating a backup of a course including the optional " include course logs" and '·include grade
history" options

•

restoring the backups and examining the restored data

We did not locate any options within the Moodie software to backup and/or restore a single user's
records.
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During our testing of Moodie's built-in backup and restore functionality, we were unable to
produce a restored case that preserved log records (even when the "include course logs" and
"include grade histor}'" options were selected during both the backup and restore processes). This
is consistent with what we observed within the Restored Februar}' Backup, where no log records
were present.
KPMG have been unable to determine how the Restored Course Backups were created, but we
understand these restores were completed by ACTU's hosting provider at the time, Netspot. As
such, we have been unable to test the reliability of the backup and restoration process.

4.4

Time zone Settings and Configuration
While the lnvest-e-gate Report suggests that all times in logs exported from the ACTU Moodie
Instance and relied upon by the FWC were stated in AEST (UTC+ I0), KPMG's testing of both
the ACTU Moodie Instance and the KPMG Moodie Instance show some uncertainties about the
time zones in exported logs.
Times and dates discussed in this section are described as they exist in the source material. We
have not sought to convert any dates and times, and we have not specified what time zone the
times are displayed in unless we have been able to validate the times are displayed correctly.
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4.4.1

Times stored in UTC/GMT
The I nvest-e-gate Report states that " it is common for computers to store time in Greenwich Mean
Time (GMT) or Coordinated Universal Time (UTC)" (p 2).
KPMG conducted testing within the KPMG Moodie instance, and confirmed that log records and
assessment records a re written to Moodie's underlying database in GMT I UTC.
This was confirmed on the KPMG Moodie Instance by performing actions at known times, and
reviewing the data contained within the " mdl_quiz_attempts" and " mdl_ logstore_ standa rd_ log"
tables in the underlyi ng database. Observed times were stored in UTC in a commonly used "Unix
Epoch" formats This allows the Moodie interface to display log records in whichever time zone
the user selects.
'

Actual time

0 1splayed I Exported
in Log

(accordmg to
operating system]
I

I
Converted to UTC by
Moodie software
{based on operating
system timezone)

I
Stored in Moodie
database
{in UTC)

Converted to Moodie
user's selected
timezone

-

I
Read from Moodie
database

Figure J. Summnrycfproctssfor,·ecording nnd displaying nmts Hithin Moodft

4.4.2

Time zone Settings
FU11her testing was pe rformed on the KPMG Moodie Instance to determine the influence that the
" Default time zone" and "users time zone" settings have on the display of log and assessment
records.

s The Unix epoch format stores a time and date value as the number of seconds sin ce the "epoch", I July 1970
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Figure 5. User's "Time zone" setting in KPMG's Moodie inswnce

As outlined in the Invest-e-gate Report, the date and time displayed to the user for log and
assessment records depends on the user's selected time zone settings within the Moodie system.
We confirmed that by adjusting a user's time zone setting, we were able to produce log records
and assessment records displayed in that time zones, with no indication in the log which time
zone was selected. Time zones that could be selected ranged in half hour increments from UTC13 to UTC+ 13. We were not able to influence the date values stored within the underlying
database by manipulating these settings.
As noted in the Tnvest-e-gate Report, the "dates and times recorded in the system are in part
defined by the computer (the hardware and operating system)". As such, we did observe that if
the time zone and/or time set on the computer hosting the Moodie software was incorrect, that
these incorrect dates were logged within the underlying database, and reported incorrectly using
the Moodie software.
We further noted that if the user sets their time zone to "Server's local time", then the time zone
the Operating System (e.g. Microsoft Windows) was set to when Moodie was installed will take
precedence, irrespective of the "Default time zone" setting. This appears to conflict with the
explanation provided by the Moodie software in Figure 4. Changing the Operating System's time
zone after installation appears to have no effect on the "server's local time" conversions.
While the Invest-e-gate Report states that logs that Mr Mann exported during testing were
exp01ted with the "UTC+ I 0" setting, and the Default time zone setting for the ACTU Moodie
instance is "UTC+ I 0", each user can set their own time zone setting.
Is not clear to us exactly which users' accounts were used to extract the logs relied upon by the
FWC, and if they were set to UTC+ 10 at the times of extraction. We understand, however, that
David Macara of ACTU assisted with providing many of the logs, and information received from
Mr Macara indicates that his user account was set to "server's local time" (screenshot included as
Appendix 0). Based on our understanding of the Moodie software, this would indicate that the
logs were exported based on the Operating System' s Time zone at the time of installation, and
not the Default Moodie time zone setting. No evidence has been sighted that confirms the time
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zone setting on the operating system at the time the logs were extracted, or any indication of what
the time zone was set to at the time of installation.

4.4.3

Time zone Day light Savings Impacts
The I nvest-e-gate Repo11 states that "there was no option to have the system automatically adjust
for daylight savings" (p3). ln our testing of the KPMG Mood ie Instance, however, we note that a
setting was available that provides the ability to automatically compensate for daylight savings.
We have not verified if these settings are available in the ACTU Moodie Instance, or if they were
present in the system as it existed in February 2013, and as such it is not clear to us if these
automatic daylight savings compensations were present within the ACTU Moodie Instance.
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4.5

Extraction of Records from ACTU Moodie Instance

4.5.1

Records Extracted from ACTU Moodie Instance
From our discussions with ACTU, we understand that three instances of the ACTU FRoE course
were restored from backups (the Restored Course Backups) in order to retrieve log and
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assessment records. According to info1mation provided by Mr Macara, the dates ofthe backups
that were restored were:
•

17 February , 2013 (the 17 February snapshot), named "Federal Right of Entry_]"

•

7 August 20 13 (the 7 August snapshot), named "BP eWorks testing"

•

16 August 2013 (the 16 August snapshot), named "1 6 Aug backup Federal Right ofEntry"

Some records generated by the Moodie software include the course name (e.g. " Federal Right of
Entry_ I ") within the records. From reviewing the "course name" d isplayed in records extracted
for the FWC, it appears:

4.5. 1.1

•

The 18 December Records included assessment records that were extracted primarily from
the 7 August snapshot ("BP eWorks testing"). Rose Charbel 's assessment records appear to
have been extracted from the 16 August snapshot, and the log records, which appear to have
been extracted from the live system.

•

The 7 January Records (relating to Steven Mitchell) were extracted partially from the 17
February snapshot, and partly from the 7 August snapshot

17 February S~tapshot
We examined the 17 February snapshot, and determined that no log records existed for the period
under investigation. We were able to extract assessment records, however, and took screenshots
of the assessment records ofLee Michael Atkinson and Nick Katsis.
These records both indicate that only one quiz attempt was present for each user, and those
attempts were logged as occUlTing within the following time periods:
User

Quiz Started

Quiz Completed

Lee Michael Atkinson

15 February 20 13, 9:06am

15 February 2013, 9: 14 am

Nick Katsis

15 February 2013, 3:00pm

15 February 20 13,3:0 1 pm

While we are unable to confirm the time zone in which the above times are displayed, the time
recorded within the logs that indicates when the logs were saved appeared accurate to AEST
(UTC+IO).

4.5.1.2

7 August Snapshot
We also examined records within the 7 August snapshot, and extracted Log records for
Assessments, Certificates and Viewing Course Material.
We observed that while these logs were extracted around I I :00 am AEST, the logs recorded that
they had been saved at II :59am. We did not observe Mr Macara changing his time zone settings
while we were present, and later confirmed with him that his time zone settings remained at
"server's local time". As we have not had the opportunity to conduct detailed testing with the
servers operating the ACTU Moodie instance, we have been unable to explain this discrepancy.
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We compared the times within these logs with the 7 January Records and the 18 December
Records, we noted that the times within the 28 August records were recorded as one hour later.

4.5.2

Time zone Settings on ACTU Moodie Instance
After a further discussion with Mr Macara on 5 September 2014, we were provided with
information that confirms that his user account was set to user the "Server's local time" when
displaying times and dates. Based on our testing (see section "4.4.2 Time zone Settings"), this
setting has the effect of displaying the times and dates in the time zone that the Operating System
was set to during installation, and does not indicate that the "default" M oodie time zone will be
used.
We are not aware of what time zone the Nets pot servers were set to during the installation process
(the servers on which the log records would have originally been generated), but we have been
advised that Netspot is an Adelaide-based company. The standard time zone in Adelaide is
Australian Central Standard Time (ACST), or UTC+9.5. Further, we have no information about
how the Androgogic servers are configured (where the systems were operating when we extracted
the data).

4.6

Time taken to complete Right of Entry exam
To determine how long users would take to complete the Federal Right of Entry exam, we
examined the 28 August Records and examined the start and finish times of the 704 entries in this
list. This list included the HSU that are the subject of the matter under investigation, as well as
many other non-HSU employees.
From our testing on the KPMG Moodie instance, we noted that once the quiz attempt has been
started, the clock does not stop until the fina l submission is made. In some instances, this means
that the "Time taken" would be in the order of a number of days (where a user would log on and
begin the test, but not return to complete it unti l a later date). After excluding quiz attempts that
had not been completed, and attempts taken by David Macara or test user accounts, we observed
the following:
•

Total time taken to complete the quiz ranged from I minute 27 seconds to 53 days

•

34 of the 682 (approx. 5%) remaining quiz attempts were completed in under 5 minutes (with
all but one scoring 25/30 or above)

•

17 of the 682 (approx. 2.5%) remaining quiz anempts were completed in 3 minutes or less
(with all but one scoring 27/30 or above)
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5

Recommendations
In order to provide a substantive case for relying on the underlying source evidence, the
following key areas need to be addressed:
I) A clean copy of original source data should be obtained. This should have been preserved in
the first instance in accordance with the standards for handling of electronic evidence. This
data should preferably come from the underlying database, rather than exported by the
Moodie software, to remove uncertainties about time zone corrections made by the
software, and to determine, as far as is possible, if records have been deleted or otherwise
altered.
2) Original source data should be obtai ned from original systems, or sources which have not
been affected by backup and restore processes.
3) If data is being relied upon that is not in its original form, a clear and documented link
between the original data and the evidentiaty data must exist detailing any changes
occurring in the data at each stage, including:
a) Relevant settings of the computer(s) used to create the records, and evidence to support
the reliability of those systems.
b) Details of the migrations that have occurred since the events were logged, including
speci fie backup and restore procedures, and evidence to support the reliability of those
processes.
c) Relevant senings of the Moodie software and Moodie user at the time records exports
were completed
We understand that much of this infotmation would need to be obtained from Netspot, the
hosting provider used by eWorks during the period under investigation.

17
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6

Warranties and Disclaimers
We have prepared this rep01t for the purpose set out the "Scope and Objectives" section of this
report, pursuant to our engagement letter and it is not to be used for any other purpose without
our prior written consent. Accordingly, KPMG accepts no responsibility in any way whatsoever
for the use of this report for any purpose other than that for which it has been prepared.
The services provided in connection with th is engagement comprise an adv isory engagement,
wh ich is not subject to assurance or other standards issued by the Australian Audi ting and
Assurance Standards Board and, consequently no opin ions or concl usions intended to convey
assurance have been expressed.
This report must not be shown, copied, provided, dissem inated, given to or relied on by any other
person or entity without our express written consent which may be withheld in our absolute
discretion
We have considered and relied upon information, which we believe to be reliable, complete and
not misleading. Nothing in this report should be taken to imply that we have verified any
information suppl ied to us, or have in any way carried out an audit of any information supplied
to us other than as expressly stated in this report. The statements and findings included in this
report are given in good fa ith, and in the bel ief that such statements and findings are not false or
misleading.
These findings are based solely on the information provided to us during the course of our
engagement to date. We reserve the right to amend any findings, ifnecessa1y, should any fUither
information become available.
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Appendix A- E mails Providing Information on Deletions, Backups
and Restores
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Appendix B- Screenshot ofMr David Macara's Moodie Settings, 5
September 2014
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